
Leading Academic Medical Center
Builds a Containment Platform with 
Aviatrix Cloud Native Security Fabric

COMPANY
Leading Academic Medical Center and
Top 50 IDN

Operates more than 200 care locations, 
including 6 inpatient facilities

30+ AI models in production, 40M+ medical 
images in cloud storage, digital pathology 
and telemedicine integrated with Epic EHR

Multicloud across AWS (primary), Azure, and 
GCP, plus two on-premises datacenters

CHALLENGES
Varying levels of support for 
application-level encryption

Three-cloud and multi-datacenter 
complexity each with their own tools and 
operating model

Ensuring every flow in the cloud goes 
through deployed Next-Generation Firewalls

Skills gap and operational complexity 
slowing clinical workload migration to cloud

RESULTS
Containment platform with Aviatrix Cloud 
Native Security Fabric that builds “assume 
breach” and “never trust, always verify” into 
the network fabric

End-to-end encryption across the full 
multicloud and on-premises environment 
through Aviatrix High-Performance 
Encryption

Unified transit architecture across AWS, 
Azure, GCP, and two datacenters

Azure security loopholes closed via 
simplified service insertion of NGFW

Terraform automation accelerating clinical 
workload migrations

Secure foundation for digital pathology, 
medical imaging, and AI/ML at cloud scale
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A Leading Academic Medical Center and
Top 50 Integrated Delivery Network (IDN) 
operates more than 200 care locations across 
its metropolitan area, including six inpatient 
facilities and a broad network of outpatient 
and physician practice sites. The organization 
has built one of the most ambitious clinical 
innovation programs in U.S. healthcare: 

A network of sensitive data hosted on
AI workloads, which are ephemeral, often 
highly-privileged, and unpredictable, creates
an attractive target for threat actors and a 
large potential Blast Radius for incidents.
This organization used Aviatrix Cloud Native 
Security Fabric to build a multicloud 
containment platform that closes off potential 
security risks through architecture, streamlines 
operations, and aligns with HIPAA compliance.

More than 30 AI models in active clinical
and operational use

A large language model trained on over
a decade of inpatient clinical notes to 
support predictive care workflows

More than 40 million medical images in cloud 
storage supporting its digital pathology and 
radiology programs

Epic electronic health records (EHR) anchors 
clinical operations, with telemedicine, digital 
pathology, and AI-assisted workflows all built 
on top of it



As new technology leadership took the helm and clinical workloads including digital 
pathology and AI/ML applications accelerated their migration to cloud, the gaps in the 
existing architecture became critical. Leaders identified four areas of improvement: 

The Challenge: Critical Gaps in Cloud Architecture

Strengthening End-to-End Encryption
Across the Multicloud Environment

01
25 clusters carrying their own CRD-driven policy outperforms 14 firewalls trying to 
inspect their traffic — and eliminates the single-point failure mode that put every 
tenant at risk.

Three-Cloud and Multi-Datacenter Complexity
Without a Unified Operating Model

02
The organization used AWS as its primary cloud, followed by Azure and GCP.
Two on-premises datacenters, including the one hosting the Epic EHR environment, 
required reliable connectivity to all three clouds as workloads migrated. Each cloud 
and datacenter connection was managed independently, meaning that teams 
operated across multiple toolsets. The organization needed a unified control plane 
for consistent policy enforcement, more efficient troubleshooting, and smoother 
application migration.

Security Loopholes in Azure Required
Firewall Service Insertion

03
The organization deployed Next Generation Firewalls as part of its security 
architecture but faced severe complexity managing them as centralized 
chokepoints within the Azure environment. Native routing limitations and traffic 
inspection gaps in Azure meant engineering teams lacked complete confidence that 
all east-west traffic paths were consistently hitting the firewalls, creating critical 
blind spots. The organization needed a solution to guarantee that all Azure traffic 
was routed through the NGFWs automatically, eliminating the manual overhead of 
reconfiguring individual workloads or relying on rigid native cloud constructs.

Skills Gap and Operational Complexity
Slowed Cloud Migration

04
The cloud networking team faced a skills gap that complicated daily operations, 
policy enforcement, and application migration. The absence of Terraform-driven 
automation meant that every new application required significant manual effort, 
creating a backlog. The team needed a platform that could simplify operations 
through Infrastructure as Code.



A partner introduced Aviatrix Cloud Native Security Fabric as the containment platform best 
positioned to address all four requirements:

The Aviatrix Cloud Native Security Fabric Solution

E2E Network Encryption Across AWS, Azure, GCP, and On-Premises
Aviatrix established encrypted tunnels across all cloud environments and 
the on-premises datacenters at near line rate performance through
Aviatrix High-Performance Encryption, closing the HIPAA encryption gap. All 
traffic traversing the Aviatrix fabric, including cloud-to-cloud and 
site-to-cloud, is encrypted end-to-end.

Unified Multicloud and Datacenter Transit Architecture
Aviatrix delivered a single, repeatable, and resilient transit architecture 
spanning AWS, Azure, GCP, and two on-premises datacenters. High Availability 
(HA) gateway pairs were deployed throughout, providing enterprise-grade 
redundancy for Epic EHR connectivity and ensuring reliable, encrypted 
access to cloud-hosted clinical workloads.

About Aviatrix 
Aviatrix® is pioneering the Cloud Native Security Fabric — the architecture the Containment Era 
requires. The Cloud Native Security Fabric governs every workload communication path across every 
cloud, every VPC, every Kubernetes cluster, and every serverless function, from a single policy plane. 
One rule. Universal propagation. Enforced at the workload, not at a chokepoint. Trusted by more than 
500 of the world's leading enterprises. For more information, visit aviatrix.ai.
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Terraform-Driven Automation to Address the Skills Gap
The Aviatrix platform’s native Infrastructure as Code support enabled the 
team to manage gateway provisioning, policy configuration, and network 
changes programmatically. This automation reduced the per-application 
overhead of migrations, allowed the team to operate a complex multicloud 
environment with existing skill sets, and established a repeatable cloud 
onboarding process for clinical workloads.

NGFW Service Insertion for Defense-in-Depth
Aviatrix eliminates the complexity of centralized cloud chokepoints by 
automatically orchestrating Azure routing tables to guarantee that all lateral 
traffic is directed to the NGFWs without manual intervention. Through its 
FireNet architecture, the fabric scales your existing appliances in an 
active-active state while preserving the original client IP addresses for 
flawless threat visibility. Aviatrix Distributed Cloud Firewall also allows 
organizations to transcend centralized bottlenecks entirely by embedding 
Zero-Trust policy enforcement directly into the natural path of the workload.

Centralized Visibility via CoPilot for Compliance and Operations
Aviatrix CoPilot provided a unified, audit-ready operational console for traffic 
visibility, policy management, compliance and troubleshooting across all 
three clouds and the on-premises environment.
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