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The Workload Attack Path Assessment is a free, agentless assessment that shows
how attackers could move inside your cloud-without deploying any infrastructure or
making any changes to your environment.

Using only temporary, read-only access to your cloud accounts, the assessment
analyzes flow logs, DNS logs, and cloud resource metadata to automatically
discover your applications and map their real runtime behaviors. It reconstructs
workload breach chains-the multi-stage paths an attacker could take through
lateral movement, malicious egress, and command-and-control activity.

Because it runs entirely on Aviatrix’s cloud-hosted platform, nothing is installed in
your environment. You simply grant read-only permissions. The assessment then
provides a consolidated report showing:

v" How workloads actually communicate across regions and clouds

v" Risky outbound connections hidden behind NAT gateways

v Where segmentation, egress, or encryption gaps create exposure

v" The breach chains that represent the most realistic paths from exposure to
impact

C/(-)\J The result is a clear, actionable understanding of your workload attack

I4b) exposure and where zero trust enforcement is needed.
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Pre-Assessment Preparation

Account Access

Ensure you have access to at least one AWS or Azure account/subscription that can
grant the necessary IAM or Azure RBAC permissions:

-~ For AWS, ensure you have permissions to run a Cloud Formation Template that will
create read-only IAM roles and policies

- For Azure, ensure you have permissions to create a custom role with read-only/
list permissions (see Appendix)

Flow Logs

The security assessment analyzes flow log data to provide the traffic and threat
analysis.

- For AWS, ensure flow logs are available from an S3 bucket

- For Azure, ensure NSG flow logs are available in Azure Blob storage

@ Ideally, you would collect ~7 days of flow log data before running the assessment.

Best Practices

- Run it on AWS (when possible)

Azure does not have DNS Logs, and some sections would be unavailable
- Pick a VPC with Egress Traffic

Most of your analysis is on Egress Traffic
- Setup longer batching time interval for Flow Logs to Bucket (10 minutes)

Reduces ingestion time

aws ec2 create-flow-logs \

--resource-type VPC \

-—-resource-ids vpc-xxxxx \

-—trafic-type ALL \

--log-destination-type s3 \

--log-destination arn:aws:s3:::your-bucket-name/prefix/ \
--max-aggregation-interval 600



https://aviatrix-paas-public-prod.s3.us-west-2.amazonaws.com/clusters/orion/orion/onboarding_cf/cloud-formation-read-only-prod.json
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Appendix

1. Navigate to VPC Flow Logs

a. Open AWS Console » VPC service
Select “Your VPCs” from left menu
Select the VPC you want to monitor
Go to “Flow logs™ tab

o o 0 U

Click “Create flow log”

2. Configure Flow Log Settings (Accept All Defaults, except the following)
a. Name: VPC-FlowLogs-S3
b. Filter: Select “All” (captures both accepted and rejected traffic)
c. Destination: Select “Send to an S3 bucket”

d. Copy the S3 bucket ARN of existing bucket or create a new S3 bucket.
3. Create S3 Bucket (Accept all Defaults, except the following)

a. Bucket name: my-vpc-flow-logs-bucket (must be globally unique)
b. Region: Choose your preferred region
Click “Create bucket” Account Access
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Go to CloudWatch - Log groups

Select your VPC Flow logs group

Click “Actions™ » “Export data to Amazon S3”
Configure the export settings

Obtain the URI of the AWS Flow Log S3 bucket.

Go to Amazon S3 > Buckets > _<bucket-name>_ > AWSLogs > _<account-name>_ >
vpcflowlogs, then select the region for the logs, and click Copy S3 URI.

It should be in the format:

s3://<bucketname>/AWSLogs/<account-number>/vpcflowlogs/<region>

The below example shows where to obtain the VPC flow log information.

e Amazon S3 Buckets <bucket-name> AWSLogs/ » <account> > vpcflowlogs/

Amazon S3

General purpose buckets
Directory buckets

Table buckets

Vector buckets

Access Grants

Access Points (General Purpose
Buckets, FSx file systems)

Access Points (Directory Buckets)
Object Lambda Access Points
Multi-Region Access Points
Batch Operations

IAM Access Analyzer for S3

Block Public Access settings for this
account

vpcflowlogs/

Objects Properties

Objects (1/1)

{::I( ] Copy S3 URI }I( [0 copyurr ) ( ¥ Download ( Open [2 )( Delete )

4 Upload

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [2 to geta
to access your objects, you'll need to explicitly grant them permissions. Learn more [2

‘ Q, Find objects by prefix \

Name A H Type v | Lastm

3 <region> Folder
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“Name”: “$CUSTOM ROLE NAME”,
“Description”: “Custom read-only role for Aviatrix PaaS with log
access”,
“Actions”: [
“Microsoft.Compute/*/read”,
“Microsoft.Storage/storageAccounts/read”,
“Microsoft.Storage/storageAccounts/blobServices/containers/read”,
“Microsoft.Storage/storageAccounts/listServiceSas/action”,
“Microsoft.Storage/storageAccounts/listAccountSas/action”,
“Microsoft.Storage/storageAccounts/listkeys/action”,
“Microsoft.Network/*/read”,
“Microsoft.Resources/*/read”,
“Microsoft.ResourceHealth/*/read”,
“Microsoft.Resources/subscriptions/resourceGroups/read”,
“Microsoft.Resources/tags/read”,
“Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/
agreements/read”

I

“NotActions”: T[],
“DataActions”: [
“Microsoft.Storage/storageAccounts/blobServices/containers/blobs/
read”
1y
“NotDataActions”: [],

“AssignableScopes”: [
“/subscriptions/$SUB ID”

1. Go to the AWS Console and navigate to Route 53 > Resolver > Query Logging.
2. Click Configure query logging.
a. Enter a name for the query log configuration, such as vpc-dns-query-logs.
b. For the destination, select S3 Bucket.

c. Choose an existing S3 bucket or create a new one as the destination for the
query logs.

Click Add VPCs to select the VPCs.
4. Click Configure query logging to complete the setup.




