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Preface
Guide Types

Design &
Deployment
Guide

Technology

Overview Guide Guide

Overview guides offer high-level introductions to technologies or concepts with an
emphasis on business value.

Technology guides provide introduction to product capabilities for using Aviatrix to provide
visibility, control, and protection to applications built in a specific environment. These
guides describe the technologies providing examples and should be considered required
reading prior to using their companion design & deployment guides.

Design & Deployment guides provide definitive guidance for different deployment
scenarios, as well as procedures for combining Aviatrix technologies with third-party
technologies in an integrated design. To ensure the design is reproducible, these guides
provide Terraform templates for deployment of Aviatrix & third-party vendors such as CSPs.
Willinclude best practices recommendations.

Disclaimer

The guides occasionally describe products from other companies. While the steps and
screenshots were accurate at the time of publication, those companies may have since
updated their user interfaces, processes, or requirements. Please refer to the external
vendor website for the latest documentation.

Change History

1.0 7.2 and 8.0 June 2025 SONLIL First published version

Architecture
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Getting the Latest Versions

Access the latest reference architecture guides at: https://architecture.aviatrix.com

Purpose of This Guide

This guide explains how to use Aviatrix to enhance visibility and securely connect
applications on Google Cloud to the enterprise data center.

This guide:

* Provides an overview of how Aviatrix helps organizations manage security risks and
compliance when connecting their data center to public cloud infrastructure.

¢ Links the technical design aspects of Google Cloud and Aviatrix, exploring design
variations.

This guide offers a set of decision criteria for various deployment scenarios, along with
detailed procedures for enabling features within Google Cloud and Aviatrix to achieve a
cohesive and integrated design.

Audience

This guide is for technical readers, including system architects and design engineers, who
want to leverage Aviatrix to securely connect Google cloud and the enterprise data center.
This guide assumes the reader is familiar with the basic concepts of applications,
networking, security, and high availability (HA). The reader should also possess a basic
understanding of network and data center architectures. To be successful, you must have a
working knowledge of the Aviatrix platform.
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Introduction

This guide provides a reference design for securely connecting the enterprise data center to
Google Cloud (GCP) using the Google Network Connectivity Center (NCC) and Aviatrix. It
also offers design options that allow private datacenter access to Google APIs and private
service-connect endpoints, such as private access to a GKE cluster.

Aviatrix is utilized to deliver high-throughput Layer 3 encryption over the Google Cloud
Interconnect used to link the data center and GCP.

The following sections describe the Google Network Connectivity Center and include
additional Google documentation URLs for reference. A detailed network design diagram is

followed by design principles and decision criteria.
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Google Network Connectivity Center Overview

Google Network Connectivity Center is an orchestration framework that simplifies
network connectivity among spoke resources that are connected to a central
management resource called a hub. Network Connectivity Center supports three types
of spokes:

e Virtual Private Cloud (VPC) spokes

e Producer VPC spokes

e Hybrid spokes, consisting of:
o HAVPN tunnels
o Cloud Interconnect VLAN attachments
o Router appliance VMs

With the hub and spoke connectivity, you can do the following:

e Connect multiple VPC networks to one another. The VPC networks can be
located across different projects in the same Google Cloud organization or
different organizations.

e Connect multiple VPC networks to on-premise or other cloud provider networks.
These external networks can be reached through any type of hybrid spoke. This
approach is known as site-to-cloud connectivity.

e Use Router appliance VMs to manage connectivity between your VPC networks.

e Use a Google Cloud VPC network as an enterprise-wide area network (WAN) to
connect networks that are outside of Google Cloud. You can establish
connectivity between your external sites by using any type of hybrid spoke. This
approach is known as site-to-site connectivity.

Hybrid spokes

A hybrid spoke represents one or more network connectivity resources that are
connected to a hub. A hybrid spoke type can be any of the following resources that a
spoke is associated with:

e Router appliance VMs
e HA VPN tunnels
e Cloud Interconnect VLAN attachments
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A single hybrid spoke can be associated with more than one resource of the same type.
For example, a hybrid spoke can reference two or more HA VPN tunnels, but that same
hybrid spoke cannot also reference Router appliance VMs or Cloud Interconnect VLAN
attachments. A hybrid spoke must be in the same project as the Network Connectivity
Center hub.

Site-to-site data transfer using hybrid spokes requires that the spokes be located in the
same VPC network.

Router appliance spokes

A spoke associated with a Router appliance VM instance supports the following use
cases:

e |Pv4 site-to-cloud connectivity: Establish connectivity between an external site
and your VPC network resources.

e |Pv4 site-to-site data transfer: Use Google's network as part of a wide area
network (WAN) that includes your external sites to move data between all the
sites.

¢ IPv4 connectivity between VPC networks: Use a third-party network virtual
appliance to establish connectivity between your VPC networks.

All site-to-site spokes that are connected to the same hub must have all of their backing
resources in the same VPC network.

https://cloud.google.com/vpc/docs/private-service-connect

https://cloud.google.com/kubernetes-engine/docs/concepts/private-service-connect
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Network Architecture Overview

Design Principles

Design Goals

N aVIaTrix



The following goals are addressed:

e Connectivity between on-premises and VPCs attached to the NCC hub.

e Traffic from NCC attached VPCs egresses to the Internet via the Aviatrix Transit
Firenet security stack with customer-managed next-generation firewalls.

e Simplified egress to the Internet without the need for tags.

e Aviatrix Transit GWs in GCP and Aviatrix Edge GWs that can be deployed in the data
center or interconnect providers like Equinix, Megaport, etc. provide the high
throughput encryption over Google Interconnect.

e GKE Management endpoint access from on-premises.

e Private access to Google APls and services from on-premises.

e Overall zonal and regional redundancy to ensure high availability.

Core Design Concepts
Network Connectivity Center

GCP Network Connectivity Center (NCC) is used to connect customer VPCs to the
Aviatrix Overlay and dynamically share routing information between the two. An NCC VPC
spoke is deployed in the host project, with one router appliance spoke deployed in the
BGPoLAN VPC for each respective region. Three spokes will be deployed in total.
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Google APIs

Google's APl services can be accessed through two /30 networks from the cloud
environment: restricted.googleapis.com (199.36.153.4/30) and private.googleapis.com
(199.36.153.8/30). These endpoints are accessible by DNS hostname.

Enable Private Google Access (PGA) on the BGPoLAN subnets in each region to access
GCP Private Google Access endpoints from on-premises.

Cloud Routers should be deployed with custom routes enabled. In addition to the

"Advertise all subnets visible to the Cloud Router" setting, custom ranges for the two
previously mentioned googleapis networks must be added. Note that Custom route

advertisement in Cloud Router allows manual control over the prefixes that are advertised
by hybrid spokes. You can specify custom advertised routes (including default routes, such
as 0.0.0.0/0 for IPv4) for all BGP sessions when you don't need automatic advertisement of
VPC spoke subnets. By default, other VPC spoke subnets are NOT advertised, which
means that on-premises locations don't automatically learn about the reachability to these
IP address ranges.

To ensure that traffic to Google APIs favors a single region, BGP path selection

manipulation (such as local preference or AS path prepending) should be implemented on-
premises.

On-premises traffic reaches Google APl endpoints at Transits without entering the NCC
hub.

Subnets in the host project should enable Private Google Access. Traffic from the GCP

host project can reach Google APl endpoints deployed within the same VPC, without
traversing the Aviatrix Transits.
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https://cloud.google.com/network-connectivity/docs/router/how-to/advertising-overview
https://cloud.google.com/network-connectivity/docs/router/how-to/advertising-overview

Access model for GCP Private Service Connects:
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Google Kubernetes Engine

GCP PaaS services like Google Kubernetes Engine (GKE) are hosted in the shared VPC
host project. The Kubernetes API server is accessible via an address in the host project
subnet. This subnet IS advertised through an NCC VPC spoke to the hub, Aviatrix Transits,
and on-premises users. However, the endpoint itself is only reachable inside GCP VPCs
themselves. Management access CIDRs must be configured to enable required access.

Access model for GKE API server:

User project Google-managed project

my-cluster 3 PSC endpoift ====m=mceeemm e mmm e ——— - - -_'I . > Control plane

GKE endpoints are regional and necessitate the use of an SNAT/DNAT or proxy solution for
connectivity. This can be accomplished by using a combination of either a load balancer or
round-robin DNS and a non-attached Aviatrix spoke gateway (or similar customer managed
NAT or proxy solution) for on-premises access. Direct private access to the endpoint from
outside of the VPC (on-premises or other spoke VPCs) is not supported due to internal GCP

routing.

GCP load balancers cannot directly utilize this endpoint as a backend. Consequently, the
integration of a load balancer with Aviatrix SNAT/DNAT gateway or customer managed NAT
or proxy is essential.

Note: Aviatrix preserves the private IP address of gateways when performing image
upgrades. The use of round-robin DNS entries (pointing to the Aviatrix spoke gateway pair)
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simplifies maintenance of the solution. If using GCP load balancers, please ensure
backend configurations are updated after performing image upgrades.

Aviatrix Transit Firenet Gateways

Aviatrix Transit Firenet Gateways must be configured to advertise the on-premises routes to
the NCC hub when using the Aviatrix NAT solution. A default route advertisement alone
will not suffice due to routing priority and the use of Aviatrix tags for gateway
operation.

Example: The tagged default route for the Aviatrix instance takes priority over the BGP learned default route. Ensure more specific on-premises
CIDRs (192.168.0.0/16 in this instance) are advertised to allow traffic to return to end-users.

High Availability and Resilience

High Availability is achieved by deploying Aviatrix Transit Firenet Gateway resources in at
least two cloud regions with primary and secondary members in different zones. Next-
generation firewalls should be similarly deployed. If an Aviatrix Transit Gateway fails, the
control plane will redirect traffic to a redundant member. Likewise, if a firewall fails, the
control plane will redirect traffic to another healthy firewall.

Deploy BGP peerings between Aviatrix Transit Gateways and GCP cloud routers in HA
mode, with both primary and HA gateways connecting to regional cloud routers. Ensure
GCP cloud routers have redundant interfaces, with each Aviatrix Transit peering using a
separate router interface. Each Aviatrix BGP peering must occur in a unique BGPoLAN

subnet for that peering.

Under normal circumstances, GCP Cloud Routers only advertise routes from their own
region. To ensure reachability, configure Aviatrix Transit Gateways in each region. Transit
gateways should be peered between regions.
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In the event both Aviatrix Transit Gateways in a region fail, GCP Cloud Routers will begin
advertising routes from the failed region to Aviatrix in the alternate region. This is referred to
as “automatic cross-regional failover”.

The GCP Network Connectivity Hub will establish a connection to a Global Shared VPC via
an NCC VPC-based spoke.

Aviatrix Edge

Aviatrix Edge connectivity from interconnect providers must be redundant with a minimum
of two connections from each colocation center. Aviatrix Edge should be deployed in pairs
for redundancy.

Aviatrix Edge can be deployed as either Spoke or Transit. If Aviatrix overlay connectivity
between data centers is necessary, deploy Edge as Transit (EaT) and configure Transit to
Transit peering. If this connectivity is not required, or handled by other means (dedicated
interconnects, etc.), deploy Aviatrix Edge as a Spoke. (EaS). Deployment may use either
physical Aviatrix Edge Appliances (AEP), Edge on customer-managed virtualization, or Edge
from marketplace providers like Equinix or Megaport.

Advanced features like Aviatrix Distributed Cloud Firewall are only available on Spokes. For
pricing differences between EaS and EaT deployment, consult your account team.

Edge is designed to provide failover abilities by means of BGP or VRRP.

On-premises access to the cloud should follow standard network connectivity practices,

including redundant fault-tolerant circuits, diverse points of entry, and the use of multiple
carriers.
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https://docs.aviatrix.com/documentation/latest/network/edge-spoke-overview.html
https://docs.aviatrix.com/documentation/latest/network/edge-transit-overview.html

Scalability and Performance

Sizing Aviatrix Transits depends on your environment's traffic needs. Use the Aviatrix
Gateway Sizing Best Practices Guide for capacity recommendations. For GCP, choose
instance sizes comparable to those of other providers. QA to confirm: Routes, BGPoLAN
advertisements.

Cloud routers are limited to learning 5,000 BGP prefixes. The BGP session will be reset if it
receives more than this limit. Each Cloud router is limited to 200 custom advertised routes
per BGP session. For a comprehensive list of cloud router quotas and limitations see the
official GCP documentation.

Deployment Strategies

A Terraform module for this deployment will be released shortly and available in the Aviatrix
Github Module Repository.

Configuration Steps
Deploy Aviatrix Transit Gateways

e Deploy a pairin each region with Firenet and BGPoLAN enabled.
e Aviatrix Transit Firenet requires the following VPCs each with at least 2 subnets in

different zones:
o LAN
o Transit Firenet
o Egress
o Management
o BGPoLAN

e Manually advertise 0.0.0.0/0 and on-premises CIDRs via Aviatrix BGP from the Transit
Gateways to each Cloud Router (on a connection basis, not globally)
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https://docs.aviatrix.com/documentation/latest/best-practices/gateway-sizing.html?expand=true
https://docs.aviatrix.com/documentation/latest/best-practices/gateway-sizing.html?expand=true
https://cloud.google.com/network-connectivity/docs/router/quotas#limits
https://github.com/terraform-aviatrix-modules/terraform-aviatrix-gcp-ncc-secure-hybrid-connectivity
https://github.com/terraform-aviatrix-modules/terraform-aviatrix-gcp-ncc-secure-hybrid-connectivity

Manual BGP Advertisements:
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Associate Next-Generation Firewalls with Aviatrix Firenet.

e Associate a pair of Next-Generation Firewalls with Aviatrix Firenets in each region,
following the Aviatrix Transit Firenet Workflow.

e The configuration of policy is outside of the scope of this document.

Aviatrix Firenet/Firewall Association:
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https://docs.aviatrix.com/previous/documentation/v7.0/firewall-and-security/firenet-workflow-gcp.html

Deploy GCP Network Connectivity Hub (NCC).

e Deploy the GCP Network connectivity hub.
e Enable “Export Private Service Connects”.

Network Connectivity Center Hub Creation:
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Deploy GCP NCC VPC Spoke
e Deploy a single GCP NCC Spoke in the host VPC.

Network Connectivity VPC Spoke Creation:
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Deploy GCP NCC Router Appliance Spokes

e Deploy a single GCP NCC Spoke in the Aviatrix BGPoLAN VPC for each region
e Associate the related Aviatrix Transit gateway with the NCC spoke.

e Import all IP ranges from hub to spoke.

Network Connectivity Center Spoke Creation:
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Network Connectivity Center Spoke Creation — Adding router appliances:
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Deploy GCP Cloud Routers

e Deploy a single GCP Cloud Router in the same Aviatrix BGPoLAN VPC for each region.
e The Cloud Router must be configured with two interfaces. Aviatrix does not support

peering both primary and HA Transits to the same address as of 8.0.0.
o This cannot be done via the Ul and must be done via Terraform or CLI.

gcloud compute routers add-interface [ROUTER_MNAME] \
——region [REGION] \
——interface-name [INTERFACE_NAME] A\
——ip-address [INTERFACE_IP] »
——subnet [SUBMNET_NAME]
——peer—ip [PEER_IP] \
——redundant-interface

e The Cloud Router must be configured to advertise “all subnets visible” in addition to the
Google APl ranges (199.36.153.4/30 and 199.36.153.8/30) to the Aviatrix Transit.
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Google Cloud Router Configuration:
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Google Cloud Router Configuration — Custom Advertisement:
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Configure VPC Static Routes
e Configure static routes in the BGPoLAN VPC to 199.36.154.4/30 and 199.36.154.8/30

Configure BGP Peerings

e Create BGP peerings between the GCP Cloud Router and Aviatrix Transit Gateways.
e Cloud Router interface 1 should peer with the Primary Aviatrix Transit.
e Cloud Router interface 2 should peer with the HA Aviatrix Transit.

Aviatrix Transit Gateway BGP:

Cloud Router BGP:

Configure Aviatrix Firenet Inspection
o Enable Firenet inspection of S2C BGPoLAN.

Aviatrix Firenet Inspection:
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Deploy Google Kubernetes Engine
o Deploy GKE in the appropriate shared VPC subnet.

Deploy an Aviatrix Gateway for SNAT/DNAT.

e Deploy an Aviatrix Gateway in the shared VPC subnet. For resilience, it is best practice
to install a gateway in every zone for which GKE is configured.

e To deploy the gateways in multiple regions, ensure the gateway is launched as a
specialty gateway and NOT a spoke gateway.

e Configure DNAT rules to accept traffic from an internal GCP load balancer and redirect
to the GKE endpoint.

e Configure SNAT rules to source NAT traffic from Aviatrix Gateway to GKE endpoint to the
address of the Aviatrix Gateway.

e Note: When upgrading an Aviatrix gateway that’s associated to a load-balancer, you
must reassociate the gateway to the load balancer afterwards.

Aviatrix Gateway — SNAT/DNAT Configuration:
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Aviatrix Gateway - SNAT/DNAT Configuration Summary:
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Configure GCP Firewall rules for Health Checks.

e Configure GCP Firewall rules to allow access from 35.191.0.0/16 and 130.211.0.0/22 to
the Load Balancer backend pool (Aviatrix Gateways). This can be simplified as allowing
access to the entire VPC is desired.

Example health check firewall rule:
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Deploy a GCP Load Balancer

Deploy a GCP Internal network load balancer in passthrough mode.
Configure the front-end to listen on TCP 443
Configure target groups to include the Aviatrix Gateway
Configure health checks to test the response of TCP:443
Assign the newly created target group as a backend.
o Note: When performing Aviatrix Image upgrades to the NAT Spoke, the instance
is replaced. As a result, ensure you update the backend group to include the

newly created instance.

GCP Internal Load Balancer:
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GCP Internal Load Balancer - Backend Instance Group:
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GCP Internal Load Balancer — Health Check:

Establish DNS

o Deploy a GCP Internal network load balancer in passthrough mode.
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Example NCC spoke configuration:
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Using round-robin DNS vs. GCP Load Balancer (optional)

e To simplify management, round-robin DNS can be configured as an alternative to a load
balancer.

Design Validation

After implementing any solution, thorough testing is needed to ensure correct design
implementation and requirement fulfillment.

Monitoring and Management Best Practices

Aviatrix CoPilot alerts should be configured to ensure proper operation of the solution. The
out-of-the-box alerts serve as a guideline for monitoring overall health. Additional alerts
should be configured to detect the following:

e High CPU and Memory usage on Aviatrix Transit Gateways.
e Packet drops.
e BGP peeringissues.

Example Global Network Health Configuration:
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Example High CPU Configuration:
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Example Memory Configuration:
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Additionally, alerting policies should be configured in the GCP console to detect similar
issues with the Google Cloud Routers and Load Balancers.

Firewalls should be managed and monitored by the appropriate software.
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