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no inspection

Governed by 
fabric policy

This enterprise is building toward where every security team wants to be: workloads 
fully mapped, an explicit allow list in place, and everything else denied by default. They 
are not there yet. But here is what matters: they did not need to be. A blocklist policy 
running in production—one piece of a broader enforcement architecture—was enough 
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right early. 

The full zero-trust destination—deny-by-default egress, microsegmentation between 
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regardless of what the attacker knows or what lands on the host. This enterprise is 
building toward that. But the foundation they already have in place stopped a real 
attack from a real threat actor. That is not a starting point to apologize for. That is 
architecture winning.

Even Partial Deployment Stopped a Live Attack 

Our LiteLLM and TeamPCP ransomware posts make the case that the right response 
to supply chain attacks is architectural: control what your workloads can reach, so that 
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cascaded from Trivy to LiteLLM to Telnyx. The campaign is ongoing and the pattern is 
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laterally. The organizations that survive this pattern are the ones with enforcement 
built into the cloud network fabric—not bolted on at the endpoint or the application 
layer. This enterprise did not set out to stop the LiteLLM attack. They built the right 
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before anyone connected the dots. 
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to be in place before the attack arrives. 
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or if your workloads have paths to the internet that they should not have—the 
free Workload Attack Path Assessment is the right starting point. 
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The Architectural Divide 

Chokepoint Model

K8s pod egress Enforced at workload

Serverless (Lambda 
/ Cloud Functions)

Bypasses transit — 
not inspected

Never touches NGFW Enforced at workload

Distributed Cloud Firewall

Global IP block (4 IPs) �º���ž�V�Ò�à�V�ã�Ò�ú�·���Ò�¬�Ò�à�V�ã�Ò�ã�V�r�†�¼�±�“�±�V�Ò�V�±�÷�ã�*�Ò���Ò���±�†�#�V�ã�ë���ž�Ò
coverage

Policy propagation �·�V�ã�º�<�ã�V�$���ž�ž�Ò�H�¼�¯�¯�†�÷�Ò�H�*�H�ž�V�“�±�V�Ò�ã���ž�V�Ò���Ò�V�#�V�ã�*�Ò
gateway instantly


