
A Visual Guide to Compliant Encryption

Regulations are being updated to boost encryption requirements. To 
understand the specifics of the rules that govern your organization, please 

refer to the regulations themselves or consult with your resident 
compliance experts. The following visual guide, which offers just a sampling 

of new encryption requirements, serves to make an important point: 
adopting the full range of up-to-date encryption best practices—even if your 

business isn’t specifically covered by any of these specific rules—is 
important to strengthen your security posture. 

Aviatrix Cloud Native Security Fabric™ (CNSF) embeds encryption directly into 
the cloud infrastructure fabric, delivering the architectural approach and 
inline enforcement needed to meet the realities of today’s hybrid cloud 

network environments. It enables a zero trust posture that moves with the 
data—no matter the environment—and aligns with regulatory requirements. 
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PCI-DSS 4.0

GDPR Article 32

EU Cybersecurity Act

Network and 
Information Security 2

Directive (NIS2)

HIPAA 2025 Proposed

Encrypt data in transit and at rest

Stronger key management practices

Embed encryption into network 
architecture/continuously assess and 
verify regardless of network location

Extension of encryption beyond perimeter 
defenses, including east-west flows within 
same cloud or across hybrid environments

Centralized, policy-driven controls that 
span on-premises, hybrid, and multicloud 

infrastructure

Encryption mechanisms must be up-to- 
date and aligned with latest technological 

advancements

Continuous authentication mechanisms 
in high-risk situations
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