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Introduction
Ideas about effective security strategies have always evolved with the threat 
landscape. This has been a reactive, back-and-forth process, as new controls and 
approaches become available and attack strategies, tools and techniques adapt to 
break them. The emergence of increasingly rapid, autonomous, agent-driven attacks 
has necessitated that defenders assume workloads will be compromised as the 
starting point to build an effective defense.

The critical question to answer today is: What additional assets can a compromised 
workload reach? The past “janitorial” model — cleaning up after compromise — and 
the enhanced perimeter defenses that succeeded it were built for simpler attacks. 
Organizations must move beyond these legacy detection and response patterns to 
maintain a reasonable security posture. Isolation and segmentation are useful tools, 
albeit underutilized. However, they, too, leave large gaps. To provide meaningful 
protection in a world where compromise must be assumed, security professionals need 
to focus on containment. 

Containment bounds what a compromised workload can reach. Detection remains 
critical, but with attack timelines approaching zero, containment is the strategy 
that bounds how far a successful attack can reach. This represents a change in 
thinking, shifting to a preemptive posture that can constrain any successful attack by 
understanding the potential reach and impacts of a compromise before it happens. 
This approach puts isolation and segmentation controls to work in new ways that 
can overcome the perceived risks that have held back deployment strategies such as 
microsegmentation. 

The goal in the current threat environment must be to achieve true containment of 
successful attacks. This is a deceptively simple concept, but it requires a sophisticated 
approach to build effectively — and it needs to happen today.
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The Take 
For too long, security teams have been asking the wrong questions about security protections and using the 
wrong metrics to generate answers. In an AI-driven world, the time from vulnerability disclosure to exploit is no 
longer meaningful. The question of how long it takes for an organization to implement a patch loses relevance. 
Organizations have effective controls at their disposal, and yet they are not set to enforce the isolation and 
segmentation policies that would contain a successful attack. To deliver security efficacy, teams need to ask 
what is holding them back from using those controls not just as passive monitors, but to enforce protections 
before attacks are launched. The key question today is not whether containment is the goal, but why so few 
organizations are implementing the enforcement policies to achieve it. Enterprises must establish capabilities 
that give them confidence to address risks and achieve containment without breaking production.
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Today’s hesitant security reality
Modern security teams do not lack tools. Most organizations have a wealth of tools and 
an extensive set of controls that can address a range of risks. The challenge most face 
is a lack of clarity about the potential impacts of full enforcement on the applications 
that run in their environments. As a result, proof-of-concept deployments drag on, 
and security products are kept in “monitor only” mode in perpetuity. In the typical 
enterprise, various organizational dynamics make security teams hesitant to lock down 
their infrastructure. 

In the modern enterprise, technology teams are often partitioned by specialty. While 
that can help to develop depth of skill and scale service delivery, it also creates silos 
across whose boundaries context and visibility may be lost. When security teams do not 
understand changes in application behaviors, they risk blocking key business processes. 
When application developers lack the latest security insights, they can build with 
vulnerable code. These dynamics create motivations that do not serve organizational 
security. Rather than assessing security posture through the most effective means, 
teams resort to metrics that are easy to measure but have limited impact. 

A typical example is vulnerability remediation processes. It is easy to measure the 
rate of vulnerability discovery and remediation. Vulnerabilities become the point of 
exchange between security and development teams. While there is a metric to track 
the process, it is disconnected from the enterprise’s effective security posture. A 
fundamental problem is that it is difficult to measure the attacks that don’t happen. 
Teams are seldom rewarded for successful defense, but are penalized for breaking an 
application or delaying a new service.

Organizational dynamic Challenge Outcome
Silos limit context and visibility Controls enforcement is limited Security protections are limited

Security metrics are misaligned Easily tracked metrics are 
improved

Security effectiveness is not 
improved

Vulnerability remediation 
becomes the focus

Identification and prioritization 
face scaling challenges

Security is working backward 
while attackers move forward

In the historical threat landscape, this misalignment could be tolerated. There were 
improvements in security posture over time, and the time horizon of most attacks 
was not tremendously far ahead of remediation efforts. The assumption that most 
environments would be patched prior to being attacked often held true. However, the 
shift to autonomous attacks in a post-Mythos world has changed that. The first instinct 
in many organizations has been to reinvigorate the vulnerability management program 
— in other words, to apply the old measure with more effort.

AI-driven vulnerability discovery has multiple implications that render untenable the 
expectation that organizations can keep up with vulnerability management. Not only 
are vulnerabilities being generated at a dramatically greater rate, the ability of agents 
to coordinate and chain vulnerabilities into a successful attack increases the ease of 
exploitation. It is as though every vulnerability becomes a zero-day attack.
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Figure 1: Top strategic security objectives for 2026

Q. What are your top strategic security objectives for 2026? Please select all that apply. (Top five responses.)
Base: All respondents (n=252).
Voice of the Enterprise: Information Security, Budgets & Outlook 2026.
Source: 451 Research by S&P Global.

At the same time, agentic applications within the enterprise are scaling up, leaving 
less time to evaluate and secure them. Traditional security processes are being 
overwhelmed, as the volume of agents and their ephemeral nature outstrips security 
teams’ ability to secure them. With executive-level support for agentic applications, the 
penalties for holding them back can be significant. 

It is not that enterprises are not reacting to address these changes. The complication 
is that most organizations are focusing on improving remediation, rather than on 
enforcing controls. Teams are taking steps to push patches out faster and accepting 
more downtime to apply them, but in doing so, they are racing toward the wrong goal. 
They are stalling in efforts to achieve containment because the risks of enforcement 
and the potential to break production applications appear greater than the risks 
associated with patching.

19% 19% 20% 20% 21% 21% 22% 22% 23%

Improve security awareness (anti-phishing, training, etc.)

Improve risk/vulnerability assessment or management

Integrate generative AI capabilities into security tooling

Secure cloud architecture

Improve application security
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What is holding back  
better security?
Security teams often understand what they could be doing better, but are held back by 
operational constraints and organizational behavior. Organizational friction points that 
stall effective security implementations can be broken down into four major types:

	– Operational blindness: The exponential expansion of interconnections between 
applications can effectively blind security teams. Demands for new network paths 
are growing much faster than the ability to understand the implications. Hybrid 
infrastructure has created separate islands of telemetry in different environments. 
Operational blindness stops efforts to implement effective controls before 
they can begin, as it prevents teams from identifying a starting point or tracing 
likely downstream effects. The resulting idea that change must occur across all 
applications and environments simultaneously can be an insurmountable obstacle.

	– Control chaos: Having too many uncoordinated tools may be just as bad as not 
having enough. This is another friction point that has increased with the adoption 
of hybrid infrastructure. There are differing controls across various cloud and on-
premises venues, and creating matching policies can be a nightmare that requires 
deep specialization in all environments. This chaos can prevent the implementation 
of effective security as teams face the complexity of applying the right controls in 
the right locations.

	– Blocking blocks: Fear of breaking production applications often prevents strong 
controls from being enforced. One wrong rule can result in a production outage and 
assignment of blame. Additionally, concerns about blocking innovation can keep 
environments open to attackers. This is particularly true of egress controls. Attempts 
to avoid blocking can stop security efforts before they become truly effective: when 
controls are in place but frozen in monitoring mode.

	– Maintenance malaise: Even when controls are implemented, there is often 
resistance to change as environments and applications evolve. When it is no longer 
clear who owns a permission or how it is being used, making a change can be risky. 
The rapid rate of change in agentic applications raises the risk of granting too many 
permissions for too long, as security teams try to avoid blocking innovation. Agents 
may accumulate standing reach that no one remembers granting. This inertia keeps 
security from adapting effectively once permissions are in place.

Friction point Stops security at: Owner
Operational blindness Initial evaluation Security architect

Control chaos Control insertion Platform teams

Blocking blocks Control enforcement Security operations

Maintenance malaise Operational change Compliance and audit
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Unlocking security velocity  
and depth
To build effective security capabilities for today’s threat landscape, enterprises must 
do two things: Shift to a containment mindset, and overcome the implementation 
frictions that have held them back. Achieving containment requires that controls be in 
place before an attack. Visibility into the current state of enterprise-wide infrastructure 
is essential to reduce the operational risk of enforcement. Security policies must 
extend across all parts of the infrastructure without requiring translation. And those 
policies must be written to the workload, rather than the address, because addresses 
change by the minute in cloud and agentic environments. Additionally, controls need 
to achieve comprehensive isolation, which means strong blocking of both ingress 
and egress traffic must be applied to every workload. To be effective, containment 
measures must also govern what partners or software-as-a-service connections can 
reach once inside.

Overcoming implementation friction requires both better technology and, by extension, 
the establishment of trust based on the data that technology generates. At the 
heart of required technology improvements is the need for integrated visibility that 
spans infrastructure boundaries. Visibility must integrate cloud and on-premises 
data while maintaining sufficient context about the workloads being secured. To be 
maximally effective, controls cannot carry the baggage of agent-based approaches, as 
environments often present too many barriers to deploying additional agents. Strong 
blocking policies must therefore be driven by data from visibility capabilities; this 
affords sufficient trust in the policies to support implementation of comprehensive 
blocking to limit an attacker’s lateral movement. Importantly, a policy should be able to 
show clearly what it would block before it blocks anything. 

Given the rapid pace of change in IT environments, the operational aspects of a 
containment posture must continually adapt to shifting demands while remaining 
able to identify active protections and permissions and their purposes. That can 
be achieved by using the same work model that applications already use: Policy is 
declared as code, versioned, tested and deployed through the same pipelines that ship 
the application. In this way, a policy change moves at the speed of a deployment rather 
than a change ticket. The process must also satisfy audit and compliance requirements 
by enabling reporting on the current state of protection and the supporting rationale. 
The system must express risk exposure in a form a board can understand and track — 
i.e., what a compromised workload can reach today and how that changes over time.

Friction point Addressed by: Outcome
Operational blindness Extensive visibility, including 

mapping which workloads 
communicate with which 
destinations, not just a list of assets

Automated policy and reduced risk

Control chaos Control insertion without disruption 
or reliance on agents

Coordinated controls with minimal 
disruption

Blocking blocks Policies that specify what they 
would block before they block

Blocking implementation with low 
risk

Maintenance malaise Policy as code, with data-driven 
validation and adaptation

Continuous compliance with 
provable protections
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Implementing an effective containment strategy also requires thoughtful transition 
planning. Overcoming existing organizational dynamics requires building trust, making 
rip-and-replace deployment unfeasible. An initial deployment phase is needed to 
collect operational data to inform policy and establish context for the environment. 
Ideally, this is when application relationships and workload characteristics are mapped. 
This stage provides an opportunity to build trust across teams for whom a well-built 
visibility capability can act as a single source of truth. It is also useful to plan for team 
integration — extending responsibilities across previous silo boundaries. 

When built in an integrated fashion, a containment approach can mitigate some of the 
more complex challenges of security operations, such as managing data ownership 
and access policies. This is an area where the demand for agentic access can be a 
strong motivator. Proper controls can enable innovation while ensuring appropriate 
data protection.

Figure 2: Top security tool categories by planned increase in spending

Q. For each of the following vendor-based security tools, how will your organization’s spending change in 2026 — if at all — 
compared to 2025?
Base: All respondents.
Voice of the Enterprise: Information Security, Budgets & Outlook 2026.
Source: 451 Research by S&P Global.

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Cloud security (n=247)

Assessment (n=245)

SIEM/analytics (n=244)

Data security (n=249)

Application security (n=249)

Significant increase in spending Slight increase in spending No change in spending

Slight decrease in spending Significant decrease in spending No spending
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Conclusion
The step change in the speed of attacks demands that organizations fundamentally 
shift the focus of security operations. To defend effectively, they need to have strong, 
active controls that can contain compromises when they happen. Isolation and 
segmentation must function at the workload level, and they must be implemented via 
systems dynamic enough to respond at the pace of enterprise innovation. To reduce 
the risk of breaking business-critical applications, telemetry needs to extend across 
an organization’s entire infrastructure — on-premises, in the cloud and everywhere 
in between. Policy changes must be enacted with confidence that they will not cause 
damage. Containment is not a one-and-done action. It is a continuous process that 
requires integrating controls with context to improve security footing and maintain 
operational velocity.

Aviatrix is the network containment company. Aviatrix Clearance gives every cloud workload clearance for the 
paths it needs and nothing else. It is two controls and an autonomous defense layer, Outbound Containment, 
Lateral Containment and Aviatrix Active Defense, purchased together or in any order. Every policy shows what it 
would have blocked before it blocks anything, enforcement is one setting, and backing out is one action. Start 
with the free Containment Assessment. In five minutes, it shows what a compromised workload in your cloud 
can reach today: aviatrix.ai/containment-assessment.
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